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This guide contains the following sections:

1.INTRODUCTION 3
L1 WHAT IS SVPN = ettt sttt sttt sttt tas st sas s ass s s ssasassanaes 3
1.2. IN CASE YOU NEEDS SVPN = ...ttt ettt sttt sas s sas s s ssaseassassassseas 3

2. APPLICATION AND APPROVAL 4
2.1, PREREQUISITE.....ouvueverveevrtstesaesessssssessessesassassassessss s ssessesassasssssssssssssessssassassssssssssessssassassassssssssssessssassassasssssssesssssssassassanes 4
2.2, APPLYING FOR SVPN ...ttt ettt sttt sttt st et as sttt sttt ssas s s s e ssastesansenas 4
2.3, APPROVAL STATUS ...ttt ettt s s sessassassassas s s s ssssassassasssssassssassassasssssassassssssessassassasssssssssssssssassassassanes 6

3. HOW TO USE 7
3.1. PC CONFIGURATION FOR SVPN ...ouimiiiieiieiceeecee ettt sttt s s s sa s sasassasassasssssasssans 7
3.2, PROGRAM INSTALL oo e eese e eeeaeeseeseseesese s eseesese e ese e eseaseseaseseeesseaseseaseseasessasessaeessasesssessasessasessasessasessaees 8
3.3, PC REGISTRATION ... e e ee e seeeseeeeseeeeseesessesess s e eesese e essasessasessaeseeaseseaseseaseseasessasessasessasessasessasessasessasessasessaees 8
3. SVPIN LOGIN et e e e e e e e e eee e e e ees e eeeaeese e ese e eseaeeseasess e essaeessaseesaeeseaseseneessasessaees 9

<P samsunc sps 1



SVPN5.0 SSL Service User Guide

4. CONFIRMATION OF SERVICE INFO 10
2] SERVICE STATUS .ottt ees e sessessseseas s sasesessessasessasessaseseasestasesesssssaseseasessasestassstassseassstasessassstanestassssassesasssens 10
4.2, EXTEND PERIOD OF USE  oeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeesetseseeseesesesssasessseasasassesssasasessssssasasassssssasasassesssasssssssssssasesssssessasessesssssses 11

5. CHANGING PERSONAL INFO 12
5.1. MODIFYING PERSONAL INFO ...eueteeeeeeeeeeeeeeeeeeeeesseeseeeseesessssessesssssssssssssstasssssssasssessssssasasassssssssasesssssssssssssssssssssssssssessases 12
5.2 IMIODIFYING PASSWORD e.eveeeeeeeeeeeeeeeeeeeeeeeeeeseseseseesaeassesesssseasessatasassssesasasaesssssstasassssssssasassssssasasesassssassessessassasesssssessses 13

6. SECURITY INITIALIZATION AND EXCEPTION PROCEDURE 14
6.1, IF YOU NEED PERMISSION ....cevvieieeeeeeteeeeeeeeseteeesaesesessssessessssssassesssssasassesssssssassesssssassssesssssassssesssssnssssesssssssesesssssassenes 14
0.2 PERMISSION PROCESS ...ttt eteteeeeeeeteeesas e sssssss e e sssssas s esssssasassesssssasassesssssasassessssasassessssasassesssssasassessessasaens 14

[FAQ] 15

<P samsunc sps 2



SVPN5.0 SSL Service User Guide

1. Introduction

1.1 What is SVPN
To conduct business outside the office, SVPN constructs virtual private network between

PC and intranet. SVPN service offers accessing intranet to only authenticated users.

1) Connect to an intranet anytime, anywhere

2) Enhanced security service

3) Convenient user management

4) Detect and measure service failure in early stage
by monitoring based on simulation.

1.2. In case you need SVPN

Telecommuting

» Work can be done in your home with the convenient access to the intranet

Overseas / out of the office business

» During your buniness trips, you could have an access to the intranet

Branch office / agency

+ The convenient work between the Headquarter and branch office or agency can be
done easily through the intranet.

GW SAMSUNG SDS ;
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2. Application and approval

2.1. Prerequisite

 Confirmation of Service Availability

- SVPN service contract should be established between your company and SDS.

- Contact service desk(+82-1644-0300). The service desk will let you know service avilability
and an administrator of your company.

» Confirmation of [Customer number] and [Authentication number]

- If service is under contract, the administrator will inform you of [Customer number] and

[Authentication number].

2.2. Applying for SVPN
X If your company has its own application process, please follow the procedure.

To apply for SVPN, perform the following steps.
Step 1) Connect to SVPN New Web Portal and click ‘Customer Support’

| ‘\

"'Safe and Convenient Way to Your,2\Work

SAMSUNG SDS  GEEITT®

Step 2) Click 'Sign up’

Sign up Announcement Library FAQ Remote Support
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Step 3) Enter [Customer number], [Authentication number] on the next page.
| Sign up

You need to verify your Customer and Authentication numbers first to sign up for SVPN service.

These are unique numbers assigned to your company.

Customer No. Customer No

Authentication No. Authenticatio

If you don't know [Customer No.] or [Authentication No_], please contact your SVPN administrator.
Also if you don't know your SVPN administrator, please call the helpdesk below.
& In Korea: 1644-0300 £ Outside Korea: 82-70 -7010-3000

Customer Number and Authentication Number
The [Customer Number] and [Authentication Number] are the unique numbers
given to customer’s company after the completion of the contract.

When signing up for SVPN Service, the procedure that your company is verified
by entering the [Customer Number] and [Authentication Number] is needed.

The [Customer Number] and [Authentication Number] format are as follows.

Customer Number : DXXXXXXXXX(10-digit) or DXXXXXXXXXXXX(13-digit)
Authentication Number : AXXXXXX(7-digit) or AXXXXXXX(8-digit)

Step 4) Please fill out an application form as much as possible. And Click ‘Register.

I Sign up

I you share your SYPN ID with ancther person, you may be subject to penalty related to security policy.
Also, it will be automatically expired when not used for 1 month.

* Display required to enter ftems except (Option) item.

DetailNo [ERTTE T PayerNo A057680
Company Fr g 1 Department Samsung
SVPN ID W g Check User ID
User Verification Question MBI T pat L el [~|

eliz
User Verification Answer (Cption

spesiul llora and szmbuly echeded. Tl amond without blank:
LI T Confirm Password eseccsee

New Password
Peamusrd wast Br 2 .- 13 srameker and 2awin english letters, numbers and special characters.

Name For Lanzue Preferred Language English []
Office Phone (Option) eit e e e | Mobile (Ootion 01012345578

Knox Portal E-Mail oy & emang v mmkung colv|

External E-Mail oy E - ailcam [v]

External E-Mail(Secondary) (©ption o L whailcon| ™ |

X Inputting office phone, mobile and external e-mail(Secondary) is optional.
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Step 5) If the application is submitted, the service will be available after the
administrator approves it. The guide of "How to use” will be sent to the E-Mail used

on the application.

Step 6) After a customer completes the application, click “OK" button to go to the

main page.

| Thank you. Your [application] has been completed.

Company (LR TRNT T BT SVPN ID AL ST L AT
Name LEERRCRRT] Use Type WPN

Department Iy

Ofice Phone PR

Mobile o

E-Mail [RRT IR T R

External E-Mail T

External E-Mail(Secondary) | TER

Manager name LR B Manager mobilephone number [ pw ]

Manager E-Mail b o ncwnon

Administrator approves your application, you will be able to use the SVPN service,
Once the administrator approves your application, [SVPN service guide] will be sent through your e-mail

2.3. Approval status
When the administrator of customer’'s company approves the application, you may take a
confirm mail. It may take more or less some time to approve the application because

your SVPN administrator must check it.

If an approval mail doesn't arrive by the next day afternoon of the approval date, contact

the administrator of your company.

« If you want detailed information, make a call to CS center.

CS center : [Worldwide] 82-70-7010-0300 (English) [Korea] 1644-0300(Korean)

<P samsunc sps 6
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3. How to Use

3.1. PC Configuration for SVPN

Step 1) Internet Browser

- Internet Explorer — tools — Internet Options — Security tab
® Internet — security level: normal — check off enable protected mode

® Trusted sites — Security level : low — Check the enable protected mode off

= —
Internet Options.

Internet Options

General | Security Jprivacy [ content [ Connections [ Programs [ Advanced|

| General | security Jprivacy [ content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

ejla v O

Internet Localintranet Trusted sites  Restricted

sites

Security level for this zone

Alowed 2one: Medium to High
=PremDts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Internet

This zone is for Internet websites,
except those listed in trusted and
restricted zones.

=

Default level
Reset all zones to default level

Select 2 zone to view or change security settings.

@ 4|/

Intemet  Localintranet JTrusted sites|

v

Security

)

Restricted
sites

Trusted sites

This zone contains websites that you
trust not to damage your computer o
your files.

vel for this zone

i i\i 'r this zone: Al
=Tinimal safeguards and warning promots are provided

- Most content is downloaded and run without prompts
- All active content can run

fon - Appropriate for sites that you absolutely trust

[Tl znable Protected Mode (requires restarting Internet Explorer) |

Custom level... Default level

[ o Apply

] [ concel ] |

) ( ] [concel ] (oo ]

Step 2) User Account Control (Windows7, 8)

-Control Panel — user accounts — change user account control settings — never notify

— =

@5, « User Accounts and Family Safety » User Accounts
ly

Control Panel Home

Manage your credentials .
Create 2 password for your account

Create a password reset disk ,
Change yor

& Changey

& Changeyo:

ur picture
Link online IDs

our account name
Manage your ile encryption

certficates i accolintype

Configure advanced user
profile properties

Manage another account

Change my environment

ange User Account Contre
variables

Seealso

@ Parental Controls

Make changes to your user account ‘

bigbridge

Administrator

("% User Account Control Settings

= go8 -
Choose when to be notified about changes to your computer
computer,
11t Never notity me when:
 Programs tyto install eftware or moke changes to
ter
TF ® Imake changes to Windows settings
© ot recommended. Chaose this cnly f you need to
ertified for Vindows T
because they do not support ser Account Control
Nevernott
BoK ] [ Canca ]

SAMSUNG SDS
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3.2. Program install
Step 1) Access SVPN portal and log in.
Step 2) After sign in, programs related to SVPN will be installed automatically.

Service Info Personal Info  Customer Support

| Install Software Total Installation

The program list for the connection and installation or not

Program Name Program Description Program Install Status
BIGIPEdgeClient SSL Client for F5 Connecting m
r A

2 H|Oo|x| HAIX| ﬂ

|@ The program installation/update proceeds.
 The rebooting and login can be necessary by the pc environment.

The installation / update starts if you click the following confirm
button.

3.3.PC registration

 Every users that have SVPN accounts may register only 1 designated PC in the SVPN
authentication system.

» While users try to access SVPN service, the system checks the PC's MAC addresses

If it is identified, the system will allow users to access SVPN service.

» How to register
« At the first connection, PC Information is registered automatically.
The process operates only one time.

You do not need to re-register after initial registration.

<P samsunc sps .
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3.4 SVPN Log-in
Step 1) Enter the SVPN ID / Password and click the ‘Sign in" button

"Safe and Convenient Way to Your Work™

SAMSUNG SDS  ZIITTT®

Step 2) After log in, select location and click ‘Access”.
| Connect SVPN

Security Reminder for SVPN

1 will use Samsung's resources and systems for work-related purposes only.

1 will not use Samsung's resources and systems for my own personal benefit .

T will not disclose business, financial, strategic, customer, employee or any other confidential or proprietary information, including trade secrets.
1 will not allow any other persen to use my SVPN Service to access Samsung systems.

Let's access SVPN.

Location Korea

| Announcement [more]

Win 10 User Guide After selecting the location, Click access button to access SVPN.

Do not share your SVPN account

WWW Notice Test(en)

Step 3) Select one of methods to receive secondary authentication code

X Korea : SMS/E-mail/Knox Messenger  Outside Korea : E-mail/Knox Messenger

Choose your second-authentication indicator. Choose your second-authentication indicator.
Nier selecting the secandary authertication ethod, cick the Next buton o procesd with ahemiScation Al selecting the secondary authentication method, dickthe Hext butten 1o proceed with authentiaton.
® Mobile O Bdemal E-Mail 0 ® External E-Mail ) Knaox Messenger

Step 4) After inputting the received code, click 'OK’

‘ E-mail authentication

auth value
time 2:48
Authentication retry count 0/5

oK Close

‘w SAMSUNG SDS .
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4. Confirmation of Service Info

You can request extension and check information of your account..

4.1 Service Status

Step 1) Go to the ‘Service Info’ > ‘Service Status’

SYEN.

Connect VPN Personal Info

Status

| Connect SVPN end Use Period

Choose your second-authentication indicator.

After selecting the secondary authentication method, click the Next button to proceed with authentication.

= ]

@ Mobile O External E-Mail O Knox Messenger

STEP 2) You can confirm admin’s information, expiration date and connection history.

| Service Status

Company AE4SDS Admin o r i mr e man Wy
Status Approved Days Available 1 ap
Approval Date 2017-04-12 Expiration Date PP

Registered PC Info (MAC)

Connection History 7 2017-05-22 ~ 7] 2017-05-22 Search

<P samsunc sps N
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4.2 Extend period of use
X If your company has its own application process, please follow the procedure.

Step 1) Go to the ‘Service Info' > ‘Extend use Period’

Personal Info

Service Status

| Connect SVPN Extend Use Period

Security Reminder for SVPN

Lwill use Samsung's and systems for work-related purposes only.

I will not use Samsung's resources and systems for my own personal benefit .
Lwill not disclose business, financial, strategic, customer, employee or any other confidential or proprietary information, including trade secrets.

I will not allow any other person to use my SVPN Service to access Samsung systems.

Let's access SVPN.

Location Korea

I Announcement [mare]

Win 10 User Guide After selecting the location, Click access button to access SVPMN.

Do not share your SVPN account

WWW Notice Test(en)

Step 2) Set subscription term for use and click ‘Extend Use Period’
| Extend Use Period

Please progress along a procedure of extending period of SVPN Service.
Mow, the use of service expiration date of you 2018-04-10 [Korean Standard Time(GMT+09)]. Please, fill out the below form to extend your service period.

Name i o Department
Office Phone N Mobile o Sl
E-Mail o il e T e

External E-Mail I P

Extend Service Period 2018-04-10

Extend Use Period FB

SAMSUNG SDS "
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5. Changing Personal Info

You can modify your personal information and password.
5.1 Modifying personal information

Step 1) Go to the ‘Personal Info’ > ‘Personal Information modify’

Service Info

| Connect SVPN

Security Reminder for SVPN

1 will use Samsung's resources and systems for work-related purposes only.

1 will not use Samsung’s rescurces and systems for my own perscnal benefit .

1 will not disclose business, financial, strategic, customer, employee or any other confidential or proprietary information, including trade secrets.
1 will not allow any other person to use my SYPN Service to access Samsung systems.

Let's access SVPN.

Location Korea

I Announcement [mere]
Wi 10 User Guide After selecting the location, Click access button to access SVPN.

Do not share your SVPN account

Step 2) Select one of methods to receive the authentication code and click ‘Next’

X Korea : SMS/E-mail/Knox Messenger ~ Outside Korea : E-mail/Knox Messenger

Choose your second-authentication indicator. Choose your second-authentication indicator.

Hterselecing the secondary sutherfcation method, cick the Next bution t proces

ashenbcation hies selecting the secondary authentication method, lic the Net button to proceed with authentication

> = = )

® Mobde O External E-Mad O Knox Messenger ® External E-Mail () Knax Messenger

e m

Step 3) After inputting the received code, click ‘OK’

E-mail authentication

auth value
time 248
Authentication retry count 0/5

OK Close

Step 4) After modifying personal information, click ‘Modification'.

<P samsunc sps "
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5.2 Modifying password
Step 1) Go to the 'Personal Info' > ‘Modify Password’

Service Info

Personal Information Modify

| Connect SVPN Modify Password

Security Reminder for SVPN

I will use Samsung’s resources and systems for work-related purposes only.

I will not use Samsung’s resources and systems for my own personal benefit .

L will not disclose business, financial, strategic, customer, employee or any other confidential or proprietary information, including trade secrets.
L will not allow any other person to use my SVPN Service to access Samsung systems.

Let's access SVPN.

Location Korea

Il Announcement tmare]

Win 10 User Guide After selecting the location, Click access button to access SVPN.

Do not share your SWPN account

Step 2) After confirming password policies, create new password in accordance

with the policies.
| Modify Password

Password-Related Restrictions

1. The new password provided must not be the same as the existing
password.

2. The password provided must not be the same as the ID. 0ld Password
3. Enter 8-12 alphanumeric characters, including both upper and lower case

New Password
letters.

6 T oo e ErrER e rped i e e S s D e Confirm Password
T e e e ]
5. Password must be  combination of english letters, numbers and special

characters.

6. Avoid including the ID in the password

SAMSUNG SDS 13
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6. Security initialization and Exception procedure

6.1 If you need permission
1) Initialization of registered PC

« When you want to change registered PC, you have to initialize PC designation.

6.2 Permission procedure
Step 1) Go to SVPN Website
Step 2) After log in, go to the ‘Customer Support’ > ‘Announcement’
Step 3) Click '[Notice] Notice for security exception’ in the notice.
Step 4) Click the link in the posting, and then download
Step 5) Please fill out the application form and get the permission
This progress is ‘Get approval from your group leader >Get agreement
from Samsung Security Center > Notice to SVPN admin’.
% Go to the Customer support > my account
You can get the information regarding the manager of Samsung
Security center, and SVPN administrator.

Step 6) After the permission is complete, SVPN Administrator will process.

[FAQ]

<P samsunc sps 3


http://www.samsungvpn.com/

SVPN5.0 SSL Service User Guide

PC Setting check-list for unable SVPN client connection
A. Proxy disable
1) Internet options — Click 'Connections' Tab — Click 'LAN settings'

2) Turn off 'Proxy server' and 'Use automatic configuration script’

General | Security | Privacy | Content | Connections | programs | i

To set up an Internet connection, click Automatic Mﬁgumuon
Setp: Automatic configuration may override manual settings. To ensure
Dial-up and Virtual Private Network settings the use of manual settings, disable automatic Conﬂguration.
Add... [v'| Automatically detect settings
| Use automatic configuration script |
Remove.. sddrese | ttp://70.10.5.20/sds.pac.
Choose Settings if you need to configure a proxy Settings
server for a connection.
Proxy server
F Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).
Local Area Network (LAN) settings d Address: [127.0.0.1 Port; |8080 Advanced
LAN Settings do not apply to dial-up
connections. Choose Settings above for dial-up Bypass proxy server for local addresses
settings.
. - , [ o || concel |
[Loox. ] [ concet ]| apply

B. Use TLS Function
1) Internet options — Check 'advanced’ Tab — 'Security’' Use TLS 1.0 / 1.1 /1.2

| General | security | Privacy | c | connections | Programs | Advanced |
Settings

Do not save encrypted pages to disk -
Empty Temporary Internet Files folder when browser is cl
Enable DOM Storage

Enable Enhanced Protected Mode™

Enable Integrated Wind Auth ation

Enable native XMLHTTP support

Enable SmartScreen Filter

Enable Strict P3P Validation™

Send Do Not Track requests to sites you visit in Internet E

] Uuse SSL 2.0

1KAN

<«

=
|

h

=50

£ UCSICSICS

address mi ch™
« i | »
*Takes effect after you restart your computer

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition. =

You should only use this if your browser is in an unusable state.

C. Add 'Trusted sites'
1) Internet options — Click 'Security’ Tab — Click 'Trusted sites' — Click 'Sites’

‘w SAMSUNG SDS
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2) Click 'Add" button after typing "™*.samsungvpn.com' in 'Add this website to the zone'

ternet Options | % Jmes
[General| Security | privacy | Content | | Programs | Advanced|
Select a zone to view or change security You can add and remove websites from this zone. All websites
e & J G in this zone will use the zone's security settings.
Internet Local intranet | REIEC0E T | Restricted sites
Teilenid sk Add this website to the zone:
This zone contains websites that you
trust not to damage your computer or I'.samsungvpn.coni l Add
your files. _ )
You have websites in this zone.
Security level for this zone Websites:
https://*.samsung.net 41| Remove ‘\
Custom setti : L )
- To‘::"n\arge't‘tg:semngs, dlick Custom level. https.//'.samsungvpn.mm £
- To use the recommended settings, click Default level. https://* .secvpn.net LE_l
https://* smartconf.kr
["1Enable Protected Mode (requires restarting Internet Explorer) httna://* vaww samsinavnn.com ¥
| customlevel... || Defaultievel | i R
Require server verification (https:) for all sites in this zone
| Resetall zones to default level |
Lok ) [oconcel ]| somv

D. Services Function Setting
1) Go to 'Start menu' — 'Search programs and files' — Type "services.msc" —

Run 'services'

Programs (1)

" services

J~ See more results

services.msd

Telephony Name Description  Status. Startup Type  Log On As
% Tablet PC Inpu,. Enables Tab.. Manual Local Syst...
Stop the service “TaskScheduler Enablesau. Started Automatic  Local Syst.
;;“;ﬂ":e‘me TGP NetBIO. Provides i Sm Auomatic__Local Ser
vy T Started Ic et K S.
elnet Start Disabled Local Servi...
Description: “Themes Stop ed  Automatic Local Syst...
Provides Telephony APL “Thread Orde  Pause Manual Local Servi...
(TAPD support for Programs 4, pnp Device  Resume e Manual Local Senvi.
that control telephony . 1 g
devices on the local 24 User Profile i Restart ed  Automatic Local Syst...
computer and, through the & Virtual Disk | All Tasks S Manual Local Syst...
LAN, on servers that are aiso 4 VMware USE ed  Automatic Local Syst...
running the service. ‘i Volume Sha|  Refresh ed  Manual Local Syst..
S VPDAgent Properties ed  Automatic Local Syst...
& WebClient Help Manual Local Servi...
% Windows A= PerTOIms w.. Manual Local Syst...

3) Go to 'General' Tab — 'Startup type' — Select 'Automatic' and Apply

&M  SAMSUNG SDS .
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General |Log On | Recovery | Depend

Service name: TapiSrv

Display name: Telephony
Provides Telephony API (TAPI) supportfor programs &
that control telephony devices on the local computer

D

p

Path to executable:
C-WWindows WSystem32Wsvchost exe -k NetworkService

Startup type: Awomate 0~

Service status: Started

Stan | Stop Pause [ Resume

You can specify the start parameters that apply when you start the service from
here.

Start paramelers ‘

[0k ][ comcer ]| Aepyy I

4) Restart the service and other servies related with it

;’iie m»,;“ View" Help

ed@Tcz@m venn
%Services(tocai o)

Name Description  Status  Startup Type
£4Tablet PC Inpu_. Enables Tab... Manual

‘4 Task Scheduler Enablesau.. Started Automatic
S TCP/IP NetBIO.. Providessu.. Starte Automatic

ony

When Telephony restarts, these other services will also
restart

R Access Auto Ci
R Access C ion M

Do youwant1o restart these services?

e J[ ™w ]

5) Setting 'Automatic' and Restart these services for same process '1)~3)'
Remote Access Auto Connection Manager / Remote Access Connection Manager

Fie Acton View Help
(@ s Brlreuw

% Services (Loca
Sefect an item to view its N 2 Desription _ Status _ Startup Type
description. Z{R Access Auto Connection Manag: Createsac.. Started JAutomati
&, Remote Access Connection M Manages di.. Started JAutomatic

E. Check to use 'Telnet' function

&M  SAMSUNG SDS .
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1) Control Panel — Uninstall a program — 'Turn Windows Features on or off' Click

2) Turn on 'Telnet Client', 'Telnet Server

»

[-) Windows Features o[-

Turn Windows features on or off (2]

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

¢ - Microsoft NET Framework 3.5.1 -
+ Microsoft Message Queue (MSMQ) Server
i - Print and Document Services
Remote Differential Compression
RIP Listener
' Services for NFS
i Simple Network Management Protocol (SNMP)
Simple TCPIP services (i.e. echo, daytime etc)
Subsystem for UNIX-based Applications
v Tablet PC Components
Telnet Client
v Telnet Server
TETP Client

<

oK } Cancel

3) 'Start menu' — Run 'cmd' — Command 'telnet ssl2.samsungvpn.com 443

Administrator: Command Prompt

( B5.1

X Please refer The URL address by SVPN location
- Korea : ssl2.samsungvpn.com, pssl2.samsungvpn.com
- Eurasia : eussl2.samsungvpn.com, eupssl2.samsungvpn.com
- America : usssl2.samsungvpn.com, uspssl2.samsungvpn.com
- Southeast Asia : asssl2.samsungvpn.com, aspssl2.samsungvpn.com
- China : cnssl2.samsungvpn.com, cnpssl2.samsungvpn.com
- Southwest Asia : inssl2.samsungvpn.com

X If PC already have been opened port 443, the cursor will blink with black screen

Telnet ssl2.samsungvpn.com

F. Turn off 'Windows Firewall'

<P samsunc sps .
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1) Control Panel — System and Security — Windows Firewall —
Click "Turn Windows Firewall on or off'

2) Select Turn off options and click 'OK' button

-
- » Windows Fiewall » Customs .|+
@'O.‘ﬂ » Control Panel » System and Security » Windows Firewall vl4y 1] se GO" e o Feel b Contss Ses 3
Controt Pane] Home Help protect your computer with Windows Firewall Customize settings for each type of network
- . You ¢an modity the ficewall settings for each type of network location thet you use:
Asow a program o festure Windows Firewal! can help prevent hackers or malicious software 1rom Gaining access to your computer o
thiough Windowes Firewal) v
network location settings
computes
Tum on Windows Firewall
Update your Firewall settings
& Advanced settings Windows Firewall is not using the B e seiogs Ig @ Turn off Windows Firewall (not recommended; I
= recommended settings to protect your
oubleshoot my network posises Public network location settings
What are the racom ting 0 Turm on Windows Frewall
fo0
l & Home or work (private) networks Connected 4
Ig 1 Turn off Windows Firewall (not recommended; I
Networks 2t home or work where you K1ow aad Tust the peopie 30d devices on the network
Windaws Ficewallstate oft
Incoming comnecticas. Block all concections 10 programs that are not on
the st of allowed programs
Active home of work (private) networks B gega
Notfication state: D0 1ot notify me when Windows Feewall biocs 3
Acton Centec b
Network and Sharng Center | I
5 G Public networks Not Connected ¥ _

SAMSUNG SDS
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